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[bookmark: _GoBack]Terms & Conditions for Use of E-resources Licenced by Cambridge University Libaries
Password security
The Information Services Committee of the University of Cambridge enforces Rules on the Use and Misuse of Computing Facilities.  These Rules completely prohibit any giving out of credentials provided to individuals by the University.  Sharing your credentials has grave consequences for your personal security and others’, as they can be used to obtain confidential, private and sensitive information, and could be used to damage the University’s computing facilities’ security.  Use of credentials by third parties not condoned by the University places the University in breach of license agreements covering the provision of published online content which would ultimately result in a license’s termination and loss of access.  The Rules state:
“User identifiers and passwords are issued to individuals for a specific purpose, usually in connection with University of Cambridge work, and the Rules explicitly forbid the giving, lending or borrowing of an identifier and password for any UIS facility FOR ANY REASON except where previously sanctioned by the UIS. As a matter of policy, UIS facilities do not have guest identifiers open to use by any member of the public.”
If you are approached by Sci-Hub to share your credentials it is advisable for your own security to refuse this.  Sci-Hub is a federated search system that operates with an associated repository called Library Genesis (LibGen) that contains illegally obtained copyrighted material.  Sci-Hub uses multiple institutional access systems to search across publisher platforms.  When it receives a search request, it delivers a copy of an article back to the requester and stores a copy in LibGen so that Sci-Hub can deliver it again for subsequent requests.  Sci-Hub circumvents authentication necessary to access publisher platforms that contain content provided to libraries under license agreements by using the login credentials of University members.  
Use of content
Students and staff of the University and library readers are reminded that the use of online content including databases, ejournals, ebooks, theses, and images is subject to copyright law and the publishers' licence terms which cover downloading, printing, and re-use of content.  It is the individual's responsibility to ensure that their actions do not breach copyright or the licence agreements. Failure to do so could result in legal action or the publisher withdrawing the University's access to a resource.
Terms and conditions of use are often incorporated into the resources themselves.  Copies of licences for individual digital resources or collections are available on request.   Information for staff and students on copyright licensing is available from the Office of Scholarly Communication and from the University Legal Services Office Guidance on Copyright pages.
The majority of ejournals and databases licensed by the University are covered by the JISC Model License.  Use restrictions on resources licensed by Eduserv Chest as detailed in this form are binding on first use of the resource.
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Terms & Conditions for Use of E-resources Licenced by Cambridge University Libaries 

Password security 

The Information Services Committee of the University of Cambridge enforces Rules on the Use and 

Misuse of Computing Facilities.  These Rules completely prohibit any giving out of credentials 

provided to individuals by the University.  Sharing your credentials has grave consequences for your 

personal security and others’, as they can be used to obtain confidential, private and sensitive 

information, and could be used to damage the University’s computing facilities’ security.  Use of 

credentials by third parties not condoned by the University places the University in breach of license 

agreements covering the provision of published online content which would ultimately result in a 

license’s termination and loss of access.  The Rules state: 

“User identifiers and passwords are issued to individuals for a specific purpose, usually in connection 

with University of Cambridge work, and the Rules explicitly forbid the giving, lending or borrowing of 

an identifier and password for any UIS facility FOR ANY REASON except where previously sanctioned 

by the UIS. As a matter of policy, UIS facilities do not have guest identifiers open to use by any 

member of the public.” 

If you are approached by Sci-Hub to share your credentials it is advisable for your own security to 

refuse this.  Sci-Hub is a federated search system that operates with an associated repository called 

Library Genesis (LibGen) that contains illegally obtained copyrighted material.  Sci-Hub uses multiple 

institutional access systems to search across publisher platforms.  When it receives a search request, 

it delivers a copy of an article back to the requester and stores a copy in LibGen so that Sci-Hub can 

deliver it again for subsequent requests.  Sci-Hub circumvents authentication necessary to access 

publisher platforms that contain content provided to libraries under license agreements by using the 

login credentials of University members.   

Use of content 

Students and staff of the University and library readers are reminded that the use of online content 

including databases, ejournals, ebooks, theses, and images is subject to copyright law and the 

publishers' licence terms which cover downloading, printing, and re-use of content.  It is the 

individual's responsibility to ensure that their actions do not breach copyright or the licence 

agreements. Failure to do so could result in legal action or the publisher withdrawing the University's 

access to a resource. 

Terms and conditions of use are often incorporated into the resources themselves.  Copies of licences 

for individual digital resources or collections are available on request.   Information for staff and 

students on copyright licensing is available from the Office of Scholarly Communication and from the 

University Legal Services Office Guidance on Copyright pages. 

The majority of ejournals and databases licensed by the University are covered by the JISC Model 

License.  Use restrictions on resources licensed by Eduserv Chest as detailed in this form are binding 

on first use of the resource. 

